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Data Breaches

The biggest data breach cases, so far

Sizable fines assessed for data breaches since
2019 suggest that regulators are getting more
serious about organizations that do not prop-
erly protect consumer data. Marriott was hit
with a $124 million fine, later reduced, while
Equifax agreed to pay a minimum of $575
million for its 2017 breach.

Now, the Equifax fine has been eclipsed by
the $1.19 billion fine levied against the Chi-
nese firm Didi Global for violating that na-
tion’s data protection laws, and by the $877
million fine against Amazon last year for
running afoul of the General Data Protection
Regulation (GDPR) in Europe.

Here are the biggest fines and penalties as-
sessed for data breaches or non-compliance
with security and privacy laws.

1. Didi Global: $1.19 billion

Date : 2022

Impact : ~290 million accounts

Chinese ride-hailing firm Didi Global was
fined 8.026 billion yuan ($1.19 billion) by
the Cyberspace Administration of China
after it decided that the company violat-
ed the nations’ network security law, data
security law, and personal information
protection law. In a statement, Didi Global
said it accepted the cybersecurity regulators’
decision, which came after a year-long
investigation into the firm over its security
practices and “suspected illegal activities.”

2. Amazon: $877 million

Date : 2021

In summer 2021, retail giant Amazon’s finan-
cial records revealed that officials in Luxem-
bourg issued a €746 million ($877 million)

By : DR. ANDRE GHOLAM *

for breaches of the GDPR. According to a
blog post by cybersecurity vendor Tessian, the
full reasons behind the fine haven’t yet been
confirmed, but it is believed to involve cookie
consent. Amazon is said to be appealing the
fine, with a spokesperson stating, “There has
been no data breach, and no customer data
has been exposed to any third party”

3. Equifax: (At least) $575 Million

Date : 2017

2017 saw Equifax lose the personal and
financial information of nearly 150 million
people due to an unpatched Apache Struts
framework in one of its databases. The com-
pany had failed to fix a critical vulnerabili-
ty months after a patch had been issued and
then failed to inform the public of the breach
for weeks after it been discovered.

In July 2019 the credit agency agreed to pay
$575 million -- potentially rising to $700
million -- in a settlement with the Federal
Trade Commission, the Consumer Financial
Protection Bureau (CFPB), and all 50 U.S.
states and territories over the company’s
“failure to take reasonable steps to secure its
network.”

“Companies that profit from personal
information have an extra responsibility
to protect and secure that data,” said FTC
Chairman Joe Simons. “Equifax failed to
take basic steps that may have prevented
the breach that affected approximately 147
million consumers.”

Equifax had already been fined £500,000
[~$625,000] in the UK for the 2017 breach,
which was the maximum fine allowed under
the pre-GDPR Data Protection Act 1998.

* Consultant Informatique - PHD, CISA, CISM, CRISC, Professeur a L’US].
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In 2020, Equifax was made to pay further
settlements relating to the breach: $7.75
million (plus $2 million in legal fees) to
financial institutions in the US plus $18.2
million and $19.5 million to the states of
Massachusetts and Indiana respectively.

4. T-Mobile: $350 million

Date : 2022

In July 2022, mobile communications giant
T-Mobile announced the terms of a settle-
ment for a consolidated class action lawsuit
following a data breach that occurred in
early 2021, impacting an estimated 77
million people. The incident centered around
“unauthorized access” to T-Mobile’s systems
after a portion of customer data was listed
for sale on a known cybercriminal forum.
In an SEC filing, it was revealed that T-Mo-
bile would pay an aggregate of $350 million
to fund claims submitted by class members,
the legal fees of plaintiffs’ counsel, and the
costs of administering the settlement. The
company would also commit to an aggregate
incremental spend of $150 million for data
security and related technology in 2022 and
2023. “The company anticipates that, upon
court approval, the settlement will provide
a full release of all claims arising out of the
cyberattack by class members, who do not
opt out, against all defendants, including
the company, its subsidiaries and affiliates,
and its directors and officers,” the filing read.
“The settlement contains no admission of
liability, wrongdoing or responsibility by any
of the defendants. Class members consist of
all individuals whose personal information
was compromised in the breach, subject to
certain exceptions set forth in the agree-
ment. The company believes that terms of the
proposed settlement are in line with other
settlements of similar types of claims,” itadded.

5. WhatsApp: $255 million
Date : 2021
Facebook-owned messaging service Whats

App was fined €225 million ($255 mil-

lion) in August 2021 for a series of GDPR
cross-border data protection

infringements in Ireland. The fine followed
a lengthy investigation and enforcement pro-
cess which began in 2018 and involved the
Data Protection Commission’s proposed
decision and sanctions being rejected by
its counterpart European data protection
regulators, resulting in a referral to and
ruling from the European Data Protection
Board. Allegations focused on complaints
from users and non-users of WhatsApp’s
services, involving alleged breaches of
transparencyanddatasubjectinformationobli-
gationsunderarticles12,13and 14ofthe GDPR.

6. Home Depot: ~$200 million

Date : 2014

In 2014, Home Depot was involved in one
of the largest data breaches to date involving
a point-of-sale (POS) system, leading to a
number of fines and settlements being paid.
Stolen credentials from a third party enabled
attackers to enter Home Depot’s network,
elevate privileges, and eventually compro-
mise the POS system. More than 50 million
credit card numbers and 53 million email
addresses were stolen over a five-month
period between April and September 2014.
Home Depot has reportedly paid out at least
$134.5 million to credit card companies and
banks as a result of the breach. In addition,
in 2016 Home Depot agreed to pay $19.5
million to customers that had been affect-
ed by the breach, which included the cost of
credit monitoring services to breach victims.
In 2017 the firm agreed to pay an addition-
al $25 million to the financial institutions
affected by the breach that could be claimed
by victims and cover banks’ losses.

Breaches can have a longtail of costs,
especially when it comes to fines and settle-
ments. In November 2020, the retailer paid a
further $17.5 million settlement to 46 US
states and Washington DC for the breach. The
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agreement also compels Home Depot to
employ a highly qualified CISO, provide
security training for key personnel, and
ensure security controls and policies in ar-
eas like identity and access, monitoring, and
incident response.

7. Capital One: $190 million

Date : 2021

In December 2021, Capital One agreed to
pay $190 million to settle a class-action law-
suit filed against it by U.S. customers over a
2019 data breach that affected 100 million
people. This settlement comes more thanayear
after the U.S. Office of the Comptroller of the
Currency fined Capital One $80 million for
the same breach.

A software engineer at AWS was behind the
attack, which exposed information including
bank account details. “While Capital One
and AWS deny all liability, in the interest of
avoiding the time, expense and uncertainty
of continued litigation, plaintiffs and Capital
One have executed a term sheet containing
the essential terms of a class settlement that,
if approved by this court, will fully resolve all
claims brought by plaintiffs,” a filing with the
U.S. District Court for the Eastern District
of Virginia read. In an emailed statement,
Capital One said that key facts in the case
had not changed since it announced the
event in coordination with federal authori-
ties more than two years ago, with the hacker
arrested and the stolen data recovered
before it could be disseminated or used for
fraudulent purposes. “We are pleased to have
reached an agreement that will resolve the
consumer class litigation in the U.S.) the
company added.

8. Uber: $148 million

Date : 2016

In 2016, ride-hailing app Uber had 600,000
driver and 57 million user accounts breached.
Instead of reporting the incident, the com-

pany paid the perpetrator $100,000 to keep
the hack under wraps. Those actions, how-
ever, cost the company dearly. The company
was fined $148 million in 2018 — the biggest
data-breach fine in history at the time — for
violation of state data breach notification laws.

9. Morgan Stanley: $120 million (total)
Date : 2022

In January 2022, investment bank and
financial services giant Morgan Stan-
ley agreed to pay $60 million to settle a
legal claim relating to its data security. The
agreement, if approved by a federal judge in
Manhattan, will resolve a class-action
lawsuit was that filed against the company
in July 2020 regarding two security breach-
es that compromised the personal data
of approximately 15 million customers.
According to claimants, Morgan Stanley
failed to protect the personally identifiable
information (PII) of current and former
clients. It is alleged data center equipment
decommissioned by the firm in 2016 and
2019 was not efliciently wiped clean and
a software flaw meant that unencrypted,
sensitive data was visible to whoever
purchased the equipment.

The proposed claim settlement comes
more than a year after Morgan Stanley was
handed a separate $60 million civil penal-
ty by the Office of the Comptroller of the
Currency (OCC) in relation to the same
incidents. The OCC stated that Morgan
Stanley failed “to exercise proper oversight
of the 2016 decommissioning of two Wealth
Management business data centers located
in the U.S. Among other things, the banks
failed to effectively assess or address risks
associated with decommissioning its hard-
ware; failed to adequately assess the risk of
subcontracting the decommissioning work,
including exercising adequate due diligence
in selecting a vendor and monitoring its
performance; and failed to maintain

rrr jggi / Aya.dll Alagll




nnl calalg

appropriate inventory of customer data
stored on the decommissioned hardware de-
vices” In 2019, the banks experienced simi-
lar vendor management control deficiencies
in connection with decommissioning other
network devices that also stored customer
data, the OCC added.

In a statement on the recent settlement
agreement, Morgan Stanley said: “We have
previously notified all potentially impact-
ed clients regarding these matters, which
occurred several years ago, and are pleased to
be resolving this related litigation.”

10. Google Ireland: 102 million

Date : 2022

Google Ireland was hit by a €90 million
($102 million) fine by French data protection
authority the CNIL on January 6, 2022. The
fine related to how Google’s European arm
implements cookie consent procedures on
YouTube. “The CNIL has received many com-
plaints about the way cookies can be refused
on the websites google.fr and youtube.com,”
it wrote. “In June 2021, the CNIL carried out
an online investigation on these websites and
found that, while they offer a button allowing
immediate acceptance of cookies, the sites do
not implement an equivalent solution (button
or other) enabling the user to refuse the de-
posit of cookies equally easily. Several clicks
are required to refuse all cookies, against a
single one to accept them.” The restricted
committee considered that this process
affectedthefreedomofconsentofinternetusers
and constituted an infringement of Article 82
of the French Data Protection Act.

11. Yahoo: $85 million

Date : 2013

Impact : ~3 billion accounts In 2013, Ya-
hoo suffered a massive security breach that
affected its entire database, about 3 billion
accounts — almost the entire population
of the web. The company, however, didn’t

disclose this information for three years.
In April 2018, the U.S. Securities and
Exchange Commission (SEC) fined the
company $35 million for failing to disclose
the breach. In September, Yahoo's new own-
er Altaba admitted that it had settled a class
action lawsuit resulting from the breach to
the tune of $50 million.

A total bill of $85 million for 3 billion
accounts works out to around $36 per record.

Date : 2014

Impact : ~500 million accounts

In 2014, with an impact to 500 million ac-
counts, Yahoo makes a second appearance
and suffered an attack in 2014 separate to the
one in 2013. On this occasion, state-spon-
sored actors stole data from 500 million ac-
counts including names, email addresses,
phone numbers, hashed passwords, and dates
of birth. The company took initial remedial
steps back in 2014, but it was not until 2016
that Yahoo went public with the details after
a stolen database went on sale on the black
market.

12. Alibaba

Date : November 2019

Impact: 1.1 billion pieces of user data

Over an eight-month period, a develop-
er working for an affiliate marketer scraped
customer data, including usernames and
mobile numbers, from the Alibaba Chinese
shopping website, Taobao, using crawler
software that he created. It appears the
developer and his employer were collecting the
information for their own use and did not
sell it on the black market, although both
were sentenced to three years in prison.

A Taobao spokesperson said in a state-
ment: “Taobao devotes substantial resourc-
es to combat unauthorized scraping on our
platform, as data privacy and security is of
utmost importance. We have proactive-
ly discovered and addressed this unautho-
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rized scraping. We will continue to work
with law enforcement to defend and pro-
tect the interests of our users and partners.”

13. LinkedIn

Date : June 2021

Impact: 700 million users

Professional networking giant LinkedIn saw
data associated with 700 million of its users
posted on a dark web forum in June 2021,
impacting more than 90% of its user base. A
hacker going by the moniker of “God User”
used data scraping techniques by exploiting
the site’s (and others’) API before dumping
a first information data set of around 500
million customers. They then followed up
with a boast that they were selling the full
700 million customer database. While Linke-
dIn argued that as no sensitive, private
personal data was exposed, the incident
wasaviolationofitstermsofserviceratherthan
a data breach, a scraped data sample posted
by God User contained information including
email addresses, phone numbers, geolocation
records, genders and other social media
details, which would give malicious
actors plenty of data to craft convincing,
follow-on social engineering attacks in the
wake of the leak, as warned by the UK’s NCSC.

Date: June 2012

Impact: 165 million users

This also a second appearance on this list for,
this time in reference to a breach it suffered in
2012 when it announced that 6.5 million un-
associated passwords (unsalted SHA-1 hash-
es) had been stolen by attackers and posted
onto a Russian hacker forum.

However, it was not until 2016 that the full
extent of the incident was revealed. The same
hacker selling MySpace’s data was found to
be offering the email addresses and pass-
words of around 165 million LinkedIn
users for just 5 bitcoins (around $2,000 at the
time). LinkedIn acknowledged that it had

been made aware of the breach, and said it
had reset the passwords of affected accounts.

14. Sina Weibo

Date : March 2020

Impact: 538 million accounts

With over 600 million users, Sina Weibo is
one of China’s largest social media platforms.
In March 2020, the company announced
that an attacker obtained part of its database,
impacting 538 million Weibo users and their
personal details including real names, site
usernames, gender, location, and phone
numbers. The attacker is reported to have then
sold the database on the dark web for $250.
China’s Ministry of Industry and Infor-
mation Technology (MIIT) ordered Wei-
bo to enhance its data security measures to
better protect personal information and to
notify users and authorities when data
security incidents occur. In a statement,
Sina Weibo argued that an attacker had
gathered publiclypostedinformationbyusinga
service meant to help users locate the
Weibo accounts of friends by inputting their
phone numbers and that no passwords were
affected. However, it admitted that the
exposed data could be used to associate
accounts to passwords if passwords are
reused on other accounts. The company
said it strengthened its security strategy and
reported the details to the appropriate
authority.

15. Marriott International (Starwood)

Dat e: September 2018

Impact: 500 million customers

Hotel Marriot International announced the
exposure of sensitive details belonging to half
a million Starwood guests following an attack
on its systems in September 2018. In a state-
ment published in November the same year,
the hotel giant said: “On September 8, 2018,
Marriott received an alert from an internal
security tool regarding an attempt to access
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the Starwood guest reservation database.
Marriott quickly engaged leading security
experts to help determine what occurred.”
Marriott learned during the investigation
that there had been unauthorized access to
the Starwood network since 2014. “Marri-
ott recently discovered that an unauthorized
party had copied and encrypted informa-
tion and took steps towards removing it. On
November 19, 2018, Marriott was able to
decrypt the information and determined
that the contents were from the Starwood
guest reservation database,” the statement
added.

The data copied included guests’ names,
mailing addresses, phone numbers, email
addresses, passport numbers, Starwood
Preferred Guest account information, dates
of birth, gender, arrival and departure
information, reservation dates, and commu-
nication preferences. For some, the infor-
mation also included payment card num-
bers and expiration dates, though these were
apparently encrypted.

Marriot carried out an investigation assist-
ed by security experts following the breach
and announced plans to phase out Starwood
systems and accelerate security enhance-
ments to its network. The company was even-
tually fined £18.4 million (reduced from £99
million) by UK data governing body the
Information Commissioner’s Office (ICO) in
2020 for failing to keep customers’ personal
data secure. An article by New York Times
attributed the attack to a Chinese intelligence
group seeking to gather data on US citizens.

16. MySpace

Date : 2013

Impact: 360 million user accounts

Though it had long stopped being the
powerhouse that it once was, social media site
MySpace hit the headlines in 2016 after 360
million user accounts were leaked onto both
LeakedSource.com and put up for sale on

dark web market The Real Deal with an asking
price of 6 bitcoin (around $3,000 at the time).
According to the company, lost data included
email addresses, passwords and usernames
for “a portion of accounts that were created
prior to June 11, 2013, on the old Myspace
platform. In order to protect our users, we
have invalidated all user passwords for the
affected accounts created prior to June 11,
2013, on the old Myspace platform. These us-
ers returning to Myspace will be prompted to
authenticate their account and to reset their
password by following instructions.”

It’s believed that the passwords were stored as
SHA-1 hashes of the first 10 characters of the
password converted to lowercase.

17. NetEase

Date : October 2015

Impact: 235 million user accounts

NetEase, a provider of mailbox services
through the likes of 163.com and 126.com,
reportedly suffered a breach in October
2015 when email addresses and plaintext
passwords relating to 235 million accounts
were being sold by dark web marketplace
vendor DoubleFlag. NetEase has maintained
that no data breach occurred and to this day
HIBP states: “Whilst there is evidence that
the data itself is legitimate (multiple HIBP
subscribers confirmed a password they use is
in the data), due to the difficulty of emphati-
cally verifying the Chinese breach it has been
flagged as “unverified”

18. Court Ventures (Experian)

Date : October 2013

Impact: 200 million personal records
Experian subsidiary Court Ventures fell
victim in 2013 when a Vietnamese man
tricked it into giving him access to a da-
tabase containing 200 million personal
records by posing as a private investigator
from Singapore. The details of Hieu Minh
Ngos exploits only came to light follow-
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ing his arrest for selling personal informa-
tion of US residents (including credit card
numbers and Social Security numbers) to
cybercriminals across the world, something
he had been doing since 2007. In March
2014, he pleaded guilty to multiple charges
including identity fraud in the US District
Court for the District of New Hampshire. The
DoJ stated at the time that Ngo had made a
total of $2 million from selling personal data.

19. Dubsmash

Date : December 2018

Impact: 162 million user accounts

In December 2018, New York-based vid-
eo messaging service Dubsmash had 162
million email addresses, usernames, PBKDF2
password hashes, and other personal data
such as dates of birth stolen, all of which was
then put up for sale on the Dream Market
dark web market the following December.
The information was being sold as part of
a collected dump also including the likes of
MyFitnessPal (more on that below), MyHer-
itage (92 million), ShareThis, Armor Games,
and dating app CoffeeMeetsBagel.
Dubsmash acknowledged the breach and sale
of information had occurred and provided
advice around password changing. However,
it failed to state how the attackers got in or
confirm how many users were affected.

20. Adobe

Date : October 2013

Impact: 153 million user records

In early October 2013, Adobe reported that
hackers had stolen almost three million
encrypted customer credit card records and
login data for an undetermined number of

user accounts. Days later, Adobe increased
that estimate to include IDs and encrypted
passwords for 38 million “active users.”
Security blogger Brian Krebs then reported
that a file posted just days earlier “appears
to include more than 150 million username
and hashed password pairs taken from
Adobe” Weeks of research showed that the
hack had also exposed customer names,
password, and debit and credit card informa-
tion. An agreement in August 2015 called for
Adobe to pay $1.1 million in legal fees and an
undisclosed amount to users to settle claims
of violating the Customer Records Act and
unfair business practices. In November 2016,
the amount paid to customers was reported
to be $1 million.

21. My Fitness Pal

Date : February 2018

Impact: 150 million user accounts

In February 2018, diet and exercise app
MyFitnessPal (owned by Under Armour)
exposed around 150 million unique email
addresses, IP addresses and login credentials
such as usernames and passwords stored as
SHA-1 and bcrypt hashes. The following year,
the data appeared for sale on the dark web
and more broadly. The company acknowl-
edged the breach and said it took action to
notify users of the incident. “Once we became
aware, we quickly took steps to determine the
nature and scope of the issue. We are work-
ing with leading data security firms to assist
in our investigation. We have also notified
and are coordinating with law enforcement
authorities,” it stated.

Source : CSO
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o Proactive steps to mitigate and
exposure to ML/TF/PF risks within FIs.
o The NRA implementation requirements and opera

prevent

tional framework; updates of risk assessment policies
and procedural measures within FIs.

o Identifying the role and responsibilities of the Fls
in relation to the Governments implementation of
a National Risk Assessment to combat risk-based
moneylaunderingandterroristfinancing (AML/CFT).
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